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FAMER

© =unsrn
[Cross site scripting]
A% : CWE-79,CWE-79,

$|MimE : /search.php
RS : search
BT -
BRIEE
GET /search.php?search=the%22%20HQO0F %3d3XI5(%5b%21%2b%21%5d)%207jg%3d%22 HTTP/1.1
Referer: http://www.scicpa.org.cn/
Cookie: UM_distinctid=15efeb6921112-02003b924-1e1c7f57-c0000- 15efeb6921211; CNZZDATA1261420401=1295877388-1507510697-htt
p%253A%252F %252Fwww.acunetix-referrer.com%252F%7C 1507510697
Host: www.scicpa.org.cn
Connection: Keep-alive
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0 Safari/537.21

Accept: */*

MEER
HTTP/1.1 200 OK
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Type: text/html; charset=utf-8
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Vary: Accept-Encoding
Server: Microsoft-11S/8.5
X-Powered-By: PHP/5.4.8
Set-Cookie: PHPSESSID=0isc6nppj3dgeh9nimg70i7pf4; path=/
X-Powered-By: ASP.NET
Date: Mon, 09 Oct 2017 01:23:31 GMT
Content-Length: 8033

Original-Content-Encoding: gzip

@ o mrrETRG
[HTTP.sys remote code execution vulnerability]
JmiRAY%S : CVE-2015-1635,CWE-119

g m : /template/sckjsxh/css/style.css
WREM :
BARYHYY -

BRER



GET /template/sckjsxh/css/style.css HTTP/1.1

Range: bytes=0-18446744073709551615

Cookie: UM_distinctid=15efeb6921112-02003b924-1e1c7f57-c0000- 15efeb6921211; CNZZDATA1261420401=1295877388-1507510697-htt
p%253A%252F %252Fwww.acunetix-referrer.com%252F%7C 1507510697

Host: www.scicpa.org.cn

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0 Safari/537.21

Accept: */*

V=R
HTTP/1.1 416 Requested Range Not Satisfiable
Content-Type: text/html; charset=us-ascii
Content-Range: bytes: */5994
Server: Microsoft-HTTPAPI/2.0
Date: Mon, 09 Oct 2017 01:35:25 GMT
Connection: close

Content-Length: 362

HTMLZR 825 CSRF£RH

[HTML form without CSRF protection]
Mim4eS : CWE-352

F T - /
BREW :
BT -
HRIER
GET /HTTP/1.1
Pragma: no-cache
Cache-Control: no-cache
Host: www.scicpa.org.cn
Connection: Keep-alive
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0 Safari/537.21

Accept: */*



HTTP/1.1 200 OK

Content-Type: text/html

Last-Modified: Sat, 30 Sep 2017 07:21:16 GMT
Accept-Ranges: bytes

ETag: "0bef9b3bc39d31:0"

Vary: Accept-Encoding

Server: Microsoft-11S/8.5

X-Powered-By: ASP.NET

Date: Mon, 09 Oct 2017 01:19:12 GMT
Content-Length: 124406

Original-Content-Encoding: gzip

RS

c ASP.NETERAHE

[ASP.NET version disclosure]
wmiRYgwS : CWE-200

FoMemm - /
HREW :
TR -
BRER
GET /|~.aspx HTTP/1.1
Host: www.scicpa.org.cn
Connection: Keep-alive
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0 Safari/537.21

Accept: */*

WEEE
HTTP/1.1 500 Internal Server Error
Cache-Control: private
Content-Length: 3297
Content-Type: text/html; charset=utf-8
Server: Microsoft-11S/8.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Date: Mon, 09 Oct 2017 01:21:36 GMT

@ e TR Optons Tk X
[Clickjacking: X-Frame-Options header missing]

RiRYgmS : CWE-693

S IETUH : Web Server
WREHW :



BARM -
HREE
GET /HTTP/1.1
Cookie: UM_distinctid=15efeb6921112-02003b924-1e1¢7{57-c0000-15efeb6921211; CNZZDATA1261420401=1295877388-1507510697-
http%253A%252F %252F www.acunetix-referrer.com%252F%7C1507510697
Host: www.scicpa.org.cn
Connection: Keep-alive
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW®64) AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0 Safari/537.21

Accept: */*

HTTP/1.1 200 OK

Content-Type: text/html

Last-Modified: Sat, 30 Sep 2017 07:21:16 GMT
Accept-Ranges: bytes

ETag: "0Obefob3bc39d31:0"

Vary: Accept-Encoding

Server: Microsoft-11S/8.5

X-Powered-By: ASP.NET

Date: Mon, 09 Oct 2017 01:21:36 GMT
Content-Length: 124406

Original-Content-Encoding: gzip

0 OPTIONSHEEA

[OPTIONS method is enabled]
Wim4eS : CWE-200

SETAmE : Web Server
RS
TR :
ERNERS!
OPTIONS /HTTP/1.1
Host: www.scicpa.org.cn
Connection: Keep-alive
Accept-Encoding: gzip,deflate
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko) Chrome/41.0.2228.0 Safari/537.21

Accept: */*



HTTP/1.1 200 OK

Allow: OPTIONS, TRACE, GET, HEAD, POST
Server: Microsoft-11S/8.5

Public: OPTIONS, TRACE, GET, HEAD, POST
X-Powered-By: ASP.NET

Date: Mon, 09 Oct 2017 01:21:59 GMT

Content-Length: 0
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b A R

R . Mt E A ARR | XATRESBREEFBAIRR , GRS T BEMAIDHR R R EHE
, B RAEA PRI ERkIEE AMEEREEE |, T T IEE AR AR, AMHTEEE RO 4 EETER
A P4&iEcookie,

FIaNHT : EEFFATRESIE N\JavaScript, VBScript, ActiveXiZff, HTMLEkFlashAskiIRA - , AT
S8R | WEE TG E cookie A MIEEIK 7 , A, , WA TRESHREMNANSIRTERF.

RRAR : TR A ARIEGRER |, Blanscript iframe src window.open and or onmouseover > < =“%/\ "
£

Http.sys A2 RS a] 1T

ik ;. {FFMicrosoft 1S 6.0A_EARASfIMicrosoft WindowsiIHT T PN MEAL(HT TP.sys) R 212 TS
IR, ZRIRIRETHTTP.sysXX X B IEMOMESFHRRITIRIHTTPIEK. AhFI AR EE 7T AFE RS -
LT IR PITEE R, FIRKAZAIE : Microsoft Windows 7 SP1, Windows Server 2008 R2 SP1 , Windo
ws 8 , Windows8.1 , Windows Server 2012 #1Windows Server 2012 R2,

FasHr . BREATRUEE ARG R A A SHER HT TPIESRIZFE A THAD , NmRZliadiiE R Se

BRAR : BEl) BMELEM T FEAT USRIt a5 , 4NT $REEERE : https:/technet. microsoft.com/li
brary/security/ms15-034

#& : CSRF (Cross-site request forgeryEuigsRKIniE , HAEFRALA ‘one click attack’Zk# session riding ,
IBEYEE NCSRFEEXSRF , 2 —FXI Mt EFA. REVTERGEMEA (XSS) , BESXSSIEEARR
, FEFARNILFMZ. XSSFIAS RNAEER - , MCSRFUET thkk B =T FPHERKF BS2EE
A, SXSSKEAEL , CSRFEHFFEAKRIMAT (FHXSHFH THIEARIRIAALAD) FXEE , FTARK
INKEEXSSE Bt .

FIRNHT : WA RESREIWeb N BFE FIA FHITHEE EFEMENE , — N EZWKCSRFIRIR{ERA R -
IEERERBIEL TERT , nREABFEERAKS, , XS BERE N Web M FAFEFF.

fRRAR : T webdhr , BIFAUWHIERTFTIE (HlaNcookieBBEHTTPIEAN) VI BRI AL (EF
AMormrpigfiiiaifield) , OKEFBAMEARG XS, —FHEMRARXNEEormP BAERFEE. BAEEMR
SERcookieZ SMATRIE, B—NANEKFTIAR R3S cookie, HITIER TETAjaxiEK , (BEREBIEATER
FREformitL RBIEAE. MBEMEMNcookietEform post BT IE #JavaScripttEEEER , BB-ABR HIEEISAL N
BN, RS S FEEPostFRIATEURLP B EE N cookiefliEK , APAXMERNMIMKE TRISEHIE
, AR EEE N EMNEEZkE cookieft]. SEERSTEIEMR , FRAPostREGet AIAFFNREIR it =B Al



HIRTR. B AJavaScripthEfE OBEKIPOSTER., REML , LSBT e =4 RHER HIE KN E £ MPost
FRRIE. PostAA AL EWeb R AMAERFHAETE THRIERED , AMGet AN AAE THIREE.
RECSRFZwebl FIKEAFID , MAZERFHIAE | ERFREBERZ REBTRIMSE_ LRI~ 18
AR S Bl AT h REkE RN ST AR R VR LA R R TB RN SE2S A cookie.,

ASP.NETh Attt %

Ak - MIR[EKHTTPIE R A EUX-ASPNET-Version , 3X/MEF Visual Studio , PAR#EMPLEASP.NET kR A
BEGEHAS , N2,

2434 - The HTTP header may disclose sensitive information. This information can be used to launch f

urther attacks.

RRFTR : Elweb.config3L AP LEASP.NETHEASHE :

RN BRDFEHERE KB Options Tk E X

R - iREHE SR OEELE K EROptions AEE X , SETTIETT T S HhE.
SIENHT © AN K Webl FFEF
RRAR : WIFERE , A2LEMEE.  (ZRATRER TR RN ELSBHIRER)

OPTIONS /£ B

R . WEETRER A DE R Mt U5 E . SBREZERNDIM .
@ AT : The OPTIONS method may expose sensitive information that may help an malicious user to pr

epare more advanced attacks.
RRAER : ZEHIMIEWebDAV , NRIFRNEEIEM RS 25 L.

BRI

ot JECT LN
ok bR ELEES102 TR A 114 Mok : BT CKELEES10S DU AE 114
i : (86) 021-55313030 Bif : (86) 021-54363010
{£H : (86) 021-54363095 {£H : (86) 021-54363095
F MRS
e[ DA M

gk TN RIAX KT B 305 &+ KRAK3604-
3606

% : (86) 020-38288430

f6H : (86) 020-38550652

ik : LR E A X UL 1885 18X 645
BIE : (86) 010-57533163
{£H : (86) 010-57533163

RRABAR S5 WS
HE - ERTH S X QL1655 sk« IR B XRREK 7S
3% : (86) 028-86082220 3% : (86) 027-88612165

{£H : (86) 028-85325800 f£H : (86) 027-86705880



UM AR S5O R RSO

Hk - UMW X =#4775 HE - B MR TAH 965
FIE : (86) 0571-28913098 Y% : (86) 025-86222703
f£H : (86) 0571-28939029 f£H : (86) 025-86210976
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